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CONFIDENTIAL AND PRIVILEGED 

Digital processing disniption systems 

The present myenrion relates to methods of disrupting the processing of video signals, 
so as to inhibit copying, and to systems for counteracting such disruption methods. 

It is well known that films and other material ('Video materiar') distributed on video 
tape are subject to further copying onto video tape, much of which is in breach of the 
rights owners* rights. Similarly* other films and mat^al distributed by other means 
such as by direct broadcast or cable, are sometimes copied onto video tape. 

As a result technologies have been developed whidti modify the video signal which is 
recorded on the original video tape, or is otherwise distributed, in a way which 
interferes with the normal operation of a standard video recorder so that copies made 
of siidti modified video signals cannot be played, or the viewability of such recorded 
video signals is- impaixed One well known, such technology is licensed by. 
Macrovision Coiporadon . 

Recently, digital technology has become available for distribution of video material 
Concerns have been expressed that such material is of much higher quality and thus 
that much higher quality copies may be made. In addition, it is now possible to make 
digital copies of video material intended for viewing on television or similar 
apparatus, and, once made, these can be further reproduced with litde degradation in 
quality. It has been found that the existing copy protection processes, such as that 
most commonly licensed by Macrovision, are not effective, at least in some 
circumstances, to prevent digital copying of analog video signals. There is therefore a 
need for further copy protection technology to impair copying of video material in 
digital form. 

The present invention provides a method of modifying a video signal in a manner 
which impairs its conversion by an analog to digital converter system to a form for 
recording. As is well known, a conventional analog video signal includes several 
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components. One of tibese components is a pulse which is designed to identify the 
point at which the end of one .line of active video occnts, and the next starts (at which 
point the television set executes a horizontal retrace). IWs pulse is known as a 
horizontal synchronisation pulse. Immediately prior to the horizontal synchronisation 
— pirisertherei^rann^giDniaKjwi^^ 

synchronisation pulse there is a legion known as the back_poroh. The latt er extends 
from the horizontal synchronisation pulse to the beginning of the active ^ideo - the 
point at which the picture information starts for the nsxt Une. 

According to the present invention there is provided a modified video signal in which 
the amplitude of tbo horizontal sync pulse is alteied* either by incieasing its amplitude 
over at least part of the duration of the pulse, or reducing its amplitude over at least 
part of the duration of the pulse, and/or in which the level of the signal in at least part 
of the back porch is altered, such that the signal wh^ viewed on a standard television 
shows an image of acceptable viewalnlity, but, when applied to a video capture 
system eith^ it cannot be properly converted or it is converted to a digital signal 
which cannot be played or which, when played, shows an image which is not of 
acceptable viewabiltty. (The alterations to the video signal in die modified video 
signal are refened to below as "cfisrupticnn components")* 

There is further provided in accordance with the invention a method of disrupting the 
correct processing of a video signal by a video capture system, comprising applying 
the modified signal to the input of a video capture system, the video signal having 
been modified to include one Or more dismption components. 

The term **video capture systeai" is used to refer to the system which converts the 
analog video signal to a digital signal which usually can be recorded, or can be 
otherwise processed in the digital processing equipment, including an analog to digital 
conversion device. Such d^ces are used in video captore carcte. systems such as the 
TIVO systerii, and DVD recorders. Preferably the modified video signal ii%uch that 
it has this effect at least on "'standard" or commonly used video capture s^^tems 
cunently in use» and in paiticular those having an analog to digital conversion system 
which has a sync pulse, amplitude responsive gain adjustment means and/or black 
level adjustment means respoasive'to flie level of dbie, or part of the, back porch. 

lw^lS76xiik«2.4oci/a5Jun2003 2 




20C3 17:32 MILJ AMD REEVE 01223'222252 ; m.9120 \ 



As is well known, the ability of tolevlsjon sets of different manufacture to display 
video signals varies. Thus some television sets are able to display signals which 
differ firdm the normal broadcast signal adequately or to an acceptable level of 
viewability, while others are not able to do $o or only display such a signal poorly. 

In addition, video capture systems, such as video capture cards, DVD recorders and 
bespoke recording systems such as 'TTVO" systems may vary in their ability to 
tolerate variations from the broadcast standard signal. 

In choosing modifications to a video signal the object is to permit viewing on a 
"standard" television, or as many sets of different manufacture as possible, and at the 
same time to impair the '*pirateability" of the signal such as by the making of a digital 
copy using a video capture system. In doing so the user must make a compTOxnise: 
which optimises the degree of digital processing disruption (for example copy, 
protection or conversion impainneni) - that is the extent of interference with copying 
and the number of sjrstems on which interference occurs (referred to generally in this . 
application as ^conversion impairmenf 0» against the requirement to ensuie that the 
original signal trains viewable to a reasonably acceptable standard C'viewability'*) 
on as many difiEerent models of tdevisioR (or other viewing means which use an 
analog video input) as possible. In short the user must choose a good balance * 
between impairing pirateability and maintaining viewaUlity. 

Accordingly a further aspect of the hivention is a method of choosing the parameters 
for such a signal, comprising evaluating the impact of the aforesaid consponents in a 
number of video capture systems and choosing the relevant parameters. 

Preferably the process of choosing the parameters (referred to below as a "conversion 
impaiiment parameter optimisation process**) also comprises evaluating the impact of 
the dismplion components on television sets or other television or analog video signal 
viewing equipment (referred to as ^^televlsion viewing equipment"), and choosing 
parameters which permit the modified video signal to be viewed on such equipment to 
an acceptable level of viewabiUty. 
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Piefcrably such conversion impairment parameter optimisalion process is, carried out 
in relation to a plurality of video capture systems and a pluralitj' of television viewing 
equipment. 




Jggeferab)y-the-eQnversio^-^mpaimen^-parameter-^^ 



st^ ^^^PP^y^^S a modifled video si^al i^oludHngJUsaruption components to the. 
input of a video c^ture system, while monitoring the extent of conversion 
impairment, and the step of applying the modified video signal to the input of 
television viewing equipment, whije monitoring the viewability of the modified 
signal, and adjusting the paramet«s of one or more disruption components, in ard^ to 
alter the balance between conversion impaixment and viewability, pi^ferabJy to 
improve the balance* for example by improving conversion impairment while 
maintaining adequate viewability. 

Preferably such process involves applying the modified video signal to a plurality of 
designs of video capture systems and/or of television viewmg equipment, preferably a 
rejxesentative sample of sucK systems and equipment in the market or being used by 
those receiving the protected video signals. 

In certain cases .video capture systems may not be affected by flie disraption 
components to a material degree and in sue* case such video capture systems may be 
excluded from such testing. Likewise certain television viewing equipment may not 
reach an acceptable standard of viewability and may for that reason be excluded from 
. testing. 

The tests are preferably carried out using known means for detemaining acceptable 
viewability and unacceptable impairment, such as by pands of representative viewers 
or by persons skilled in determining whether an imagie is viewable or unacceptably 
impaired 

The parameceis of the disruption components which may be varied during the tests 
may include flie duration of the signal coxxiprising ttxe disruption componrait, the 
magnitude of the signal and its location, as well as the rate of change of each of diie 
foregoing parameters, for example if the magnitude of the signal is increased and 

']cw21576xiikw2uloc/Qff Juii2003 4 
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decieased in a stepwise cxc continuous manner. 

There is further provided in accordance with the invention a modified video signal 
with disruption components, at least some of tfie characteristics of the disruption 
components having been determined during or following a conversion impainnent 
optimisation process. 

Such a modified signal may be recorded on cape or other medium such as DVD or 
CD, including in a digital format, or may form part of a broadcast signal (which fcenn 
is used to include video-on-demand), or may be introduced at the point of use by the 
user, for example in a system which decodes an incoming signal, for example a digital 
signal, and provides an analog output for use, for example, by a standard analog input 
television set* 

The invention liirther provides a processing system for processing a video signal to 
produce an analog output, which modifies the signal so as to include one or moxe 
disruption components. 

Such systems may be provided for example to consumers, in the form of set top boxes 
or the like. Iii such a case, the system may be adjustable so as to optimise viewabilit]^ 
for die particular television viewing equipment used by diat consumer while ensuring 
an optimal level of conversion impairment The invention further provides for a 
syst^ holding data comprising information about the parameter optimisation for a 
representative set of television viewing equipment and video capture sj^tems, and 
may further provide means for remotely setting the parameters in accordance with the 
information in the data holding syst^ and information provided by the usgt. 

Such systems may fuither be switchabie remotely, so that only certain programme 
material is modified by the inclusion of disruption components, while other material 
may be left umnodified so that the user can make acceptable copies of it, 

Preferably, in the disruption component in which the amplitude of the horizontal sync 
pulse is altered, the signal n^iy be modified by reducing the (absolute) amplitude of 
the sync pulse tip. In accordance with broadcast standards applicable to NTSC and 
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PAL video signals honzontal sync pulse tip has an amplitude of about -300mV 
Cbelow the black level, or black clamping levej). Fr^epbjy, in such a case the sync 
pulse tip ampUtudc is altered to a level between -ISOmV and -iSOmV. preferably to a 
level bet«/een -250mV and -200jnV. 



Alteniatively th e sync pulse tip (absojut^ ampHtude may be Increased. For example 
the amplitude may be increased to a level of -fiOOmV. Preferably it is increased to a 
level of between -320mV and -500mV, preferably about -350mV and 450!mV. 

En either case the mcrease or decrease in amplitude is for at least part of the duration 
of the sync pulse. Preferably it is for a duration of about 30 to 100% of the pulse in 
the case of an increase and 30 to 90% in the case of a decrease, for exanq)le for a 
duration of between 50% and 100%. and 50% and 90% lespeotively of (be pulse 
duration. Ptefiaably the duration is ftom about 2 to 4 nticro seconds, pxefeiably about 
3 microseconds. The amplitoJe decrease or increase may occur at the beginning, in 
the middle or at the end of the pulse; however, preferably in the case of a decrease in 
absolute amplitude it occurs after (he beginning of the sync pulse and may continue, to 
. the end of the sync pulse. 

The altoation in amplitude may occur on each line on which a horizontal 
synchronisation pulse occurs, or it may occur on only some such lines. If the altered 
pulses do not occur on every line, tliey may be clustered, for example they may occur 
particularly in advance of the vertical blanking interval. Furfiier the alterations Ti?ay 
vary ftom line to Ime or ftom one group of lines to anothKr. The alterations may be 
absent in some fields and present in other fields. For example the increased amplitude 
alteration may occur on a cluster of lines, followed by the reduced amplitude 
alteration. Tnere should be sufficient altered lines to ensure an appiv^ate level of 
effectiveness. 

One effect of the boxiatotal sync pulse amplifiide alterations is to diangc the 
brightness of the image on c^tuie by the video captra© system. Thus a decreased 
amplitu<te alteration results in the image bang converted/xecoided bsSghto- than the 
(Kiginal. In wctreme cases this may result in saturation of the image, with the result 
that areas of the image ^pear white. The increased anq)litude alteration has the effect 
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that ifte ima^ convertedAecorded less bright than the original, aod may result in 
significant loss of visible definition in the viewed image. Switching between the 
increased ampUtude alteration and the lednced ampfitude alteration can cause &n 
initating diange in brightness of the viewed image, on capture by the video capture 
system. 



: Also in aocofdance vidth the broadcast standards applicable to NTSC and PAL signals 
the region after the horizontal sync pulse called the back porch contains information 
which is designed to enable the television receiver to decipher a video signal 
conrectly In. particular, the mean level of the back porch, or part of it, has a voltage 
level of 0. This level is used to determine die "black leve!*' of the television leceivsr, 
that is the signal level which represents black on the image, fe accordance with a 
further aspect of the invention, in the modified signal the level of the signal in at least 
part of the back poich is altered up or down from the 0 IcveL Preferably this is done 
by the insertion of a positive or negative pulse into the region of the back poich. 
PKrfisrably the pulse has a (positive or negative) amplitude of between 30 and 200mV, 
preferably from 50 to ISOmV. 

Such a pulse may vary in duration, preferably it has a duration of about 250ns to 4^15,, 
preferably Ifis to 4ns, for example around 3^is. The pulse may occur immediately 
foHowing the horizontal synchronisation pulse, or at a period after the horizontal 
synchronisation pulse, for example during the colour burst; preferably it occurs during 
die colour burst or about 4.8hs after tiie falling Oeading) edge of die horizontal sync 
pulse [in a PAL standard signal] . 

The horizontal sync pulse alteration aod back porch alteration may be used together. 
Preferably diey are used together. 

The effects , which have been observed when using both modifications include 
complete loss of tfie signal by the video capture card, so tiiat no conversion takes 
place at all, either fluough very severe break up ot pixelation of die image leading to 
substantial degradation of fte recorded image. 

kw2157(jxaJtw2.dQ[rfQS >m Z003 . . - . 
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• niese param^re can be adjusted to optinrise the impact In addition, it is possible 
that they will have some effect on the viewabiHty. and therefore the parameters are 
chosen so that the viewabilit>' is satisfactory. 




13>es^odifieatieas-a?pe3r-to-^er&orin« ^ used to protect signals ficom 

. . *..^.^.^„^deo tape recorder and. in testing, the modifications in 

accoidance wid. the invention or of the specific ranges described, have Uttle impact 
on the copiabiUty of the modified agnals on standaid video tape lecoidets. 

When using die expression . '♦modified video signaT* m this application, this is «ot 
restricted to the situation in which an unmodified si^al (for example a broadcast 
standard signal) is input into modification cmniitcy in order to add the disruption 
components, but includes a signal which may be created ab initio. Fbr example, the 
modified video signal may be created by combining the picture information fiom one 
source with standard timing and control information (such as horizontal sync pulses 
and colour bursts) fiom another source, and the distupdon components from a third 
source. In another exanqjle, the timing and dismption con^onents may be ceated 
fiom one source, and added to the picture information. 

Apparatus for creating the modified signal in accordance with the mvention can be 
made in accordance wifl, weU known principles by those sldlled in the art For 
example, in the case of a pxe-€xisting video signal, the signal can be fed into a circuit 
which identifies the sync pulse (commonly known as a sync separator). A s^arate 
circuit which is triggered by the timing information fiom the sync separator can be 
used to generate the signals of each of the desired disruption components, at the 
correct timing for addition to the unmodified video signal, and the generated signals 
can be added to the unmodified signals, for example through amixing circuit 

There is also provided a process (a dicumvention process) for making acceptable 
copies (which term is intended to include any acceptable analog to digital"*conversion) 
of a video signal including one or mare disruption components, comprising ireduchig 
the effects of die disruption components to an acceptable level Fbr example such a 
process may comprise inserting a signal which cancels or reduces one or more of the 
dismption components, or by leplacing the section of the video signal which has been 
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modified by the inclusion of the disruption components by a section which is 
acceptable to the \ddeo capture system, or by inserting a signal which is interpreted by 
video capture system in a manner which cancels the effect of the disruption 
component, or alternatively by use of a video capture system which is insensitive to 
the disruption components. Accordingly the invention ftiither provides a process for 
"copying" a video, signal modified in accprdance with the present ihvehtibn,. by 
inputting such a signal into a video capture syst^ wJiich is insensitive to or is 
designed to be insensitive to one or more of the disruption components. Insensitive 
means ihsit an acceptable ''copy" can be made. 

Where the drcmnvention process comprises the addition of a further signal which 
cancels signal of the disruption component, this will depend on the nature of the 
signal of the dismption component. F6r exaaq>le, if in the relevant disruption 
component, the amplitude of the horizontal sync pulse is increased or decreased flie 
method may ins^ a sync pulse of the correct anoplitude or sufficiently coiiect 
amplitude, or insert a pulse of the opposite magnitude to the existing alteration to the 
sync pulse tip, either so as to elin>inate the existing alteration (so that the sync pulse 
now appears unaltered) or to reduce the alteration, or to reverse its effect by a 
counteracting pulse on the sync tip, for example by inserting a short duration high 
pulse which is still recognised by the video capture system, but has the opposite 
polarity to the radsting alterarion to the sync tip and the opposite effect on the video 
capture system as the existing disruption component. 

If the back porch level is altered, the method may insert a signal at about the 0 level. 
Alternatively, the method may blank the signal in the region of the back porch and 
insert a i^Iaoement signal confocming to the q^propriate standards, or such that the 
signal can be converted effectively by ttie video capture system. 

The invention is now described by reference to an example and the figures. 

Figure 1 illustrates the hraizontal blanking interval of a conventional video signal, 
extending from the end of the active video on the earlier line, to the beginning of the 
active video on the foUo^^dng line. 

kw2i57taikw2,doen>SliiB2(N)3 9 
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Hgane 2 shows generally and sdiematically the modifications in accoidanoc wifih the 
invention. 

Figure 3 shows a specific example of the modification in accorfance with the 
invention. ^ 

Hgiire 4 show aii analogue video signal trace modified by using the method and 
appadratus. 

Hgune 5 shows the image when recorded, without the modifications in accordance 
with the invention. 

Figure 6 shows the image when recojded after modification in accordance with the 
invention. 

In figure 1, the trace starts, 1, with the end of the active video, 2, in die line preceding 
the illusirated horizontal blanking interval. This is followed by the front porch, 3, and 
the horizontal sync pulse, 4. Following die horizontal sync pulse, tfje back porch is 
shown, 5, and in part of tiie b^k porch (be colour burst, 6. At the end of the trace, the 
beginning of the active video for the next line, is shown. The pulse tip, 7. of the 
horizontal sync pulse, 4, descends to a level of about -300mV. The level of die signal 
in the back potcb is shown as about Ov. Qn some VTR copy protection systems, diese 
levels may be adjusted over part of the back porch). 

la Figure 2 a secies of modifications are ^own by dotted outlines. The increased 
amplitude alteration is shown as a dotted line, 20, lower than die unmodified level of 
flxe sync pulse tip, at a position of about -45QmV; the decreased amplitude 
modification is shown by a dotted line, 10» higher than the unmodified sync pals© tip, 
7» at a lei^rel of about -20QmV. The back porch modificati w is shown in two versions, 
a lower version, shown by the lower dotted line, 30, and an upper version shown by 
the upper dotted line, 40. It should be understood that the dotted lines show the signal 
when the relevant modification is pre&ent The diagrams are intended to be schematic 
and not to a uniform scale. 
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PSguie 3 shows a specific exan^le of the modification, nsing the same numerals as 
above. It can be seen that the decteased amplitude sync pube modificadon is in 
foim of a pulse, 21 which i^peare on the bottom of the sync pulse. 7, and more or less 
in the middle of the sync pulse. The amplitude of the sync pulse in the region of the 
altered amplitude is about -200mV, In experiments we have found that a level 
between 60 to 85 mV above the sync pulse tip produces good tesults, as does a level 
of 70 to llOmV below the sync pulse Up. in each case with a duiation of about SfAS, in 
relation to the DAZZLE video capture caid. 

Hgure 3 also shows the second modification, 40, to the back porch. This is in the 
form of a pulse, 41, inserted shortly after the end of the horizontal sync puJse, 42. 
The pulse appears in the colour burst, 6, and the oscillation of the colour burst can be 
seen on top, 43. of the pulse. For example we have found that a pulse of 70 to 120mV 
or -60 to -80mV produces effective results on the Dazzlra: video capture caid, with an 
optimum pulse position of the leading edge of the pulse 4.8j*s after the leading edge 
of the sync pulse and duration of 3.3}is. 

In the example a PAL video signal modified in this way was applied to the toput of a 
DAZZLE DV-Bridge extanal video capture card, wMch was fed into a PC running 
PowexDiicctor software. Hie modified signal is iiiustraied in tihe traces in Bgure 4. in 
this case with a change of amplitude over the full width of the sync pulse and the 
outcome of this agnal (wifli jsome small variations) is iUustrated in Rguies 5 
(showing the image recorded of the unmodified signal) and Kgures 6 (showing the 
ima^ recorded firom the signal after modification.). Hie same tests were carried out 
Willi other systems and a TEVO'* computer based video reconier with similar results. 

WhM! the test was repeated wift thie DAZZLE Video Capture card u^g a NTSC 
standard signal modified in accordance with the invention, the video c^toire 
card/capture software stopped operating and no signal was recorded at all. 

The specific examples are intended as illustrations of embodiments of the invention 
and are not intended to limit the scope of the invention. Those skilled in die art will 
understand Aat ttiwe are many other ways of performing fihe invention. 
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Claims; 

1. A inodified video signal in iwhich the amplitude of the Korizontal sync pulse is 
altean^ ^ther by increasing ixs amplitude over at least part of the duration of the 

pulse^jj)y_i:educiag4ts-ampli-tude-ave^^ 

and/or in which the level of the signal in at least part of the back poich i$ zltered^ 
such that the signal when viewed cm a standard television shows ah image of 
acceptable viewability, but, when applied to a video capture system either it 
cannot be properly converted or it is converted to a digital signal which cannot be 
played or which> when played, shows an image which is not of acceptable 
viewability. 

2. A modified video signal according to claim 1 in which at least some of the 
horizontal sync pulses are altered by reducing their amplitade to 280 to ISOmV, 
over at least part of the duration of the pulse. 

3. A modified video signal according to any preceding claim in which at least some 
of the horizontal sync pulses ace alteied by incsreasing their amplitude to 320 to 
S00mV» over at least part of the dnratioii of Ihe pulse. 



4. A mocbfied video signal according to any preceding claim in which the duration 
of the alteration is 30 to 90% of the duration of ttie horizontal sync pulse. 

5. A modified video signal according to any preceding claim in which at least some 
of the back porches are altered by the presence of a positive or negative pulse of 

. amplitude in the range +30 to 200mV or - 50 to -ISQmV, and a duration in the 
range 1 to 4jis. 

6. A motUfied video signal according to any preceding claim in which the leading 
' edge of the pulse is about 4.8)is after the leading edge of the sync pulse. 

7. A modined video signal in accordance any of the preceding claims* in which at 
least some of the charact^stics of the alterations have been determined during or 
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following a conversion impairment optimisatibn process- 

8. A recorded video signal in accordance with any of the preceding cJaims. 

9. A method of processing a video signal in order to create a modified video signal 
in accordance with any of the preceding claims. 

10. An apparatus for processing a video signal in order to create a modified video 
signal in accordance with any of the preceding claims. 

11. An apparatus in acccadance with claim 10, in which tiie characteristics of the 
alterations can be set remotely. 

12. A process for malcing a copy or otherwise converting a modified video signal' 
according to any of the preceding claims in a video capture system to create an 
acceptable converted signal, comprising treating the signal in such a way as to 
circumvent the effect of the alterations to the video signal or by applying the 
video signal to a video capture system which is not sufBciently responsive to flie 
alterations to the video signal. 
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